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(57) Abstract :

The present invention is related to the field of malware detection, and more specifically relates to the system (100) and method (300)
for identifying malware by using Blockchain technology-enabled incident response. The system (100) for enhancing cybersecurity
through blockchain-enabled incident response for malware detection, employing a four-stage process integrating various components
and technologies. In Stage 1, data collection and analysis are facilitated by network and system logs, supported by a Blockchain-based
data sharing platform ensuring secure and decentralized data sharing. Stage 2 involves Blockchain-enabled incident response,
leveraging smart contracts for automated response procedures. In Stage 3, advanced malware detection techniques, including machine
learning techniques, are utilized alongside a Blockchain-based malware detection platform for real-time access and secure sharing of
malware data. Finally, Stage 4 focuses on threat intelligence and sharing, utilizing a platform for secure sharing of threat intelligence
and real-time information exchange to enhance awareness of cybersecurity threats.
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