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(57) Abstract :

A blockchain-based file sharing and editing system (100) introduces an approach to secure and collaborative data management. With a
distributed network of nodes (102) across a blockchain network (106), a processing unit (104) orchestrates file storage in a
decentralized manner, associating each file with a unique cryptographic identifier. A consensus processing mechanism validates and
records transactions related to file sharing and editing activities on the blockchain network (106). Identity verification and access
control, governed by predefined permissions, ensure secure collaboration. Authorized users from a predefined set can collaboratively
edit files, with all editing activities recorded as transparent transactions. The consensus processing incorporates real-time monitoring
techniques, enabling immediate alerts for any suspicious file-related activities, and embedded contract processing facilitates the
execution of predefined rules, ensuring controlled and secure file sharing, editing, and access control. Further, the system (100) allows
explicit user participation in the consensus process, while file fragments are stored in a decentralized manner, enhancing security.
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