(12) PATENT APPLICATION PUBLICATION (21) Application N0.202411011479 A
(19) INDIA
(22) Date of filing of Application :19/02/2024 (43) Publication Date : 23/02/2024

(54) Title of the invention : SYSTEM AND METHOD FOR ENHANCING CYBER RESILIENCY AND DATA PROTECTION IN
APPLICATIONS

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala
(51) International :GO6F0021620000, GO6F0021570000, illzjitilsn;;tli{;éhway, Village Jhansla, Rajpura, Punjab - 140401,
. . GO06F0021550000, GO6F0021530000, , . . -
classification 2)Bluest Mettle Solutions Private Limited
GO06F0021540000 .
(86) International Name of Applicant : NA
Application No :NA Address of Applicant : NA
PP Filine Date ‘NA (72)Name of Inventor :
87) Interr%ational DMISHRA, S.aket . .
R :NA Address of Applicant :0DC-4, Panchshil Tech Park, inside
Publication No . . .. .
. Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
(61) Patent of Addition .
to Application Number - 411057, Maharashtra, India. Pune
Filine Date ‘NA 2)PANDEY, Sakshi
ns Address of Applicant :0DC-4, Panchshil Tech Park, inside
(62) Divisional to ) . . .  Ph
Application Number :NA Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
PP Filine Date :NA 411057, Maharashtra, India. Pune
& 3)SRISHTI
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala
(57) Abstract :

The present invention discloses system (100) and method (300) for enhancing the cyber resiliency and data protection of applications.
The system (100) and method (300) described herein address the growing concerns surrounding cyber threats and data breaches,
aiming to fortify applications against potential vulnerabilities and attacks, ensuring the integrity, confidentiality, and availability of
critical application data. The system (100) to bolster the security and safeguard the critical data of applications against evolving cyber
threats. Additionally, the system (100) operates within the digital ecosystem, integrating seamlessly with various application
architectures, be it web-based platforms, mobile applications, cloud services, or enterprise software systems.
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