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(57) Abstract :

The present invention discloses system (100) and method (300) for dynamic deployment of program safeguards in real-time
environment introduces a cutting-edge method (300) and system (100) that enhances a computer security in real-time environments
through the intelligent and on-demand deployment of program booby traps. The core of the development lies in the ability to
continuously monitor the behavior of live processes in real-time. The monitoring process involves the collection and analysis of the
system (100) metrics, network traffic, and user interactions. Additionally, advanced techniques and machine learning models are
employed to identify potential threats, abnormal activities, or patterns that might indicate a security breach or unauthorized access
attempts. Upon detecting suspicious activities, the system (100) dynamically generates program booby traps that are specifically

tailored to the identified threats.
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