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(57) Abstract : 
The present disclosure pertains to system (102) and method (300) for dynamic encryption key management for enhanced security in 
communication network (106). The system (102) comprises one or more processors (202) and a memory (204) coupled to the one or 
more processors (202). The one or more processors (202) are configured to generate dynamically encryption keys based on at least 
one of a pre-determined schedule and network triggers. The one or more processors (202) are configured to rotate automatically the 
generated encrypted keys at a pre-defined interval. Further, the one or more processors (202) are configured to authenticate and 
authorize a user and/or an entity to access to the generated encrypted keys. Furthermore, the one or more processors (202) are 
configured to detect threat anomalies indicative of potential security threats while analysing network traffic patterns and behaviour in 
the accessed encrypted keys. 

No. of Pages : 26 No. of Claims : 10 


