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(57) Abstract :

A blockchain-based threat intelligence sharing system (100) including a plurality of nodes (102) distributed across a blockchain
network (106) and a processing unit (104) in communication with the plurality of nodes (102), and operatively coupled with a
blockchain ledger is disclosed. The system (100) acquires threat data from various entities and ensures the accuracy and authenticity
of received threat data through cryptographic verification and embeds unique hash values into the blockchain. Employing a consensus
protocol among nodes guarantees integrity of the system. Upon identifying predetermined threat indicators, responsive actions are
triggered, and entities can selectively share threat data using cryptographic techniques.

No. of Pages : 23 No. of Claims : 10

The Patent Office Journal No. 08/2024 Dated 23/02/2024

18967



