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(57) Abstract :

Aspect of the present disclosure relates to method and a system (100) for optimizing the efficiency and effectiveness of cyber-attack
detection, forecasting, and classification is disclosed. The method includes collecting and curating, via a data collection module (212),
historical cyber-attack datasets; training, via a training module (214), deep neural networks and incorporating neural embeddings to
the said curated historical cyber-attack datasets; optimizing, via an optimization module (216), weights and parameters to capture
nuanced patterns and relationships; analyzing, via a data analysis module (218), real-time analysis of incoming data streams, and
enabling the identification of anomalies, similarities, and patterns; comparing, via a detection module (220), real-time data with
learned embeddings to identify known attack patterns, facilitating timely alerting of security personnel or automated response systems.
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