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(57) Abstract :

A system (100) to prevent cyber-attacks in interconnected environment includes a processing unit (102) configured to: integrate, data
across one or more data repository (108) within interconnected data processing environment; analyzes, the integrated data from one or
more data repository (108) within the interconnected data processing environment using one or more learning module (110); identify,
anomalies, indicators of compromise, patterns, deviations and unusual activities in the analysed data; correlate, all the identified
anomalies, indicators of compromise, patterns, deviations, and unusual activities in data repository (108) within the interconnected
data; predict and detect, cyber-attack phases from the correlated data upon analyzing past attack data, known techniques, and
behavioral patterns using the leaning module (110); initiate, remedial actions in response to detected cyber-attack phases; and
recommend, potential actions on predicted cyber-attacks to a user (112) of the system (100).
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