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(57) Abstract :

The present invention discloses a system (100) and method (200) to safeguard a network against Domain Name System (DNS)
flooding attacks. The system includes a processor for DNS traffic collection and analysis through a traffic analyzer to identify patterns
and trends, and an anomaly detector to detect anomalous behavior indicative of DNS flood attacks. Upon detection, the system
performs actions like diverting traffic or applying rate-limiting techniques and notifies network administrators while generating a
comprehensive report with attack details. The method includes steps for DNS traffic collection and analysis, anomaly detection, action
implementation, notification, and report generation. Additional features include statistical analysis, machine learning algorithms, flow-
based analysis for DDoS detection, and GeolP filtering to block attacks from specific regions.
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