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(57) Abstract :

The present disclosure relates to a malware detection system (100) and a method (300) that includes a processor (102) and memory
(104) that execute a set of instructions to detect malware in hardware devices. The system scans one or more hardware devices (108)
connected to one or more computing devices (114) and monitors the one or more hardware devices (108) for one or more suspicious
activities to detect malware. Additionally, the system (100) identifies and blocks the one or more suspicious activities exhibited by the
one or more hardware devices (108) and analyzes a set of patterns and behaviors of the one or more hardware devices (108) to identify
potential malware without specific signatures. The processor (102) also generates and transmits an alert to one or more users (116)
through the one or more computing devices (114) on detection of malware on the one or more hardware devices (108).
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