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(57) Abstract :

Embodiments of the present disclosure relates to a system (102) and method (200) for detecting cyber deception by network port
projection to create an additional layer of defence against unauthorized access, data breaches, and other malicious activities, thereby
reducing the risk and impact of cyberattacks. The system (102) comprises a processor (104) coupled to a memory (106). The memory
(106) stores processor-executable instructions. The processor (104) is configured to generate deceptive port information that mimics
legitimate network ports. Next, the processor (104) is configured to create decoy ports to lead potential attackers to dead ends and
isolated network segments. Thereafter, the processor (104) is configured to monitor activities occurring at the decoy ports. In the end,
the processor (104) is configured to provide administrators with a report of the monitored activities at the decoy ports.
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