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(57) Abstract :

Embodiments of the present disclosure relates to a system (102) and method (200) for blocking cyber security threats by applying a
threat intelligence-enabled DNS protocol. The system (102) comprises a processor (104) coupled to a memory (106). The memory
(106) stores processor-executable instructions. The processor (104) is configured to analyse DNS resolution requests in real-time.
Next, the processor (104) is configured to identify suspicious behaviours exhibited by the analysed DNS resolution requests.
Thereafter, the processor (104) is configured to assign a score to domains, IP addresses, and URLs based on the identified suspicious
behaviours. In the end, the processor (104) is configured to take appropriate actions to mitigate cybersecurity risks based on the score.
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