(12) PATENT APPLICATION PUBLICATION (21) Application N0.202311066564 A
(19) INDIA
(22) Date of filing of Application :04/10/2023 (43) Publication Date : 20/10/2023

(54) Title of the invention : SYSTEM AND METHOD FOR THREAT DETECTION IN AN IOT BASED COULD PLATFORM

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala
(51 Intemational :GOGF0021550000, GOG6F0021620000, Elezit;;)n;;tl;l;ihway, Village Jhansla, Rajpura, Punjab - 140401,
. . B60W0050140000, GO6F0021530000, . . . A
classification 2)Bluest Mettle Solutions Private Limited
H04N0021454000 .
(86) International Name of Applicant : NA
Application No ‘NA Address of Applicant : NA
PP Filine Date :NA (72)Name of Inventor :
(87) Interr%ational MISHRA, Rahul
I :NA Address of Applicant :0DC-4, Panchshil Tech Park, inside
Publication No . . . .
(61) Patent of Addition Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
to Application Number ‘NA 411057, Maharashtra, India. Pune
R Do NA 2)SINGH, Dhiraj
ng Address of Applicant :0DC-4, Panchshil Tech Park, inside
(62) Divisional to . . . .. .
Application Number ‘NA Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
PP Filine Date ‘NA 411057, Maharashtra, India. Pune
g 3)MANTRI, Archana
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala
(57) Abstract :

The present invention discloses a system (100) designed for threat detection within an IoT-based cloud platform. The system (100)
includes a server (106) that establishes secure communication with a plurality of depth flow sensing devices (110) via a cloud network
(108). It comprises a processor (102) and a memory (104) containing instructions for receiving a set of real-time data on movement
patterns and interactions from the depth flow sensing devices (110). The received data is then compared to a predefined set of data
associated with potential security threats stored in a cloud database (112). The system (100) can identify potential security threats
based on this comparison and take measures to mitigate them, including blocking or isolating the threats. Furthermore, the system
(100) is capable of generating and transmitting alert signals upon the detection of security threats, enhancing the security of loT-based
cloud platforms.

No. of Pages : 21 No. of Claims : 10

The Patent Office Journal No. 42/2023 Dated 20/10/2023 72241



