
The Patent Office Journal No. 41/2023 Dated 13/10/2023 70081

(12) PATENT APPLICATION PUBLICATION (21) Application No.202311064441 A

(19) INDIA

(22) Date of filing of Application :26/09/2023 (43) Publication Date : 13/10/2023

(54) Title of the invention : DECEPTION TECHNIQUES FOR DATABASE IN DIRECTORY SERVICES

(51) International
classification

:G06F0021620000, G06F0021550000,
G06F0021600000, H04L0009400000,
G06F0016955000

(86) International
Application No

Filing Date

:NA
:NA

(87) International
Publication No

: NA

(61) Patent of Addition
to Application Number

Filing Date

:NA
:NA

(62) Divisional to
Application Number

Filing Date

:NA
:NA

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala

National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------
2)Bluest Mettle Solutions Private Limited

Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :
1)MISHRA, Rahul

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
2)SINGH, Dhiraj

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
3)MANTRI, Archana

Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------

(57) Abstract :
The present disclosure relates to A system (100) and method aim to bolster the security of a database within a directory service. The
system comprises a deceptive data element generator (110) that introduces deceptive data elements to the database, and a misleading
information generator (120) to modify directory structures with misleading data. A deceptive access control module (130) implements
genuine-appearing, misleading access controls. Simultaneously, an alert and monitoring mechanism (140) identifies interactions with
these deceptive elements, sending alerts to administrators. To address evolving cyber threats, a dynamic adaptation module adjusts the
deceptive elements using real-time data, threat intelligence, and user behavior. The corresponding method encompasses introducing
false user accounts, altering database structures, and setting deceptive permissions that trigger alerts upon unauthorized access. The
system and method strategically employ deception to confound potential attackers, enhancing database security in directory services.
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