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(57) Abstract :

The present invention discloses a system (100) and method (200) for identifying and blocking malicious artificial intelligence (Al)
based activities on a computing device (110). The system (100) includes a processor (102) configured to receive a plurality of Al-
based activities on the associated computing device. The system applies one or more techniques to the received Al-based activities to
determine if the intent of at least one of the Al-based activities is malicious. Upon identifying malicious activities, the system proceeds
to block the malicious activities to prevent harm to the associated computing device. Additionally, the system identifies patterns in the
malicious Al-based activities and transmits an alert signal to an entity associated with the computing device (110).
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