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(57) Abstract :

The present invention introduces a heuristic botnet detection mechanism designed for computer networks, offering real-time
identification and mitigation of botnet activities. Departing from conventional signature-based methods, the mechanism incorporates
machine learning algorithms, network traffic analysis, and behavioral scrutiny. The system encompasses modules for data collection,
preprocessing, machine learning-based detection, behavioral analysis, decision-making, counteraction, and continuous adaptation.
This comprehensive approach allows for detection of known botnet patterns while remaining adaptive to emerging threats, ensuring
enhanced security and resilience against evolving malicious activities in computer networks.
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