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(57) Abstract :

The present disclosure relates generally to field of network security. More specifically the present invention relates to a sub-networks
based security apparatus for protecting information and data from unauthorized access. The apparatus (100) includes a plurality of
hardware components (102), a plurality of software components (112), a user interface (120) for configuring and managing the
security measures implemented by the software components and a cloud server (122) to access real time set of data. The said software
components (112) are installed on existing hardware components (102) to implement the security measures. Further the present
invention relates to a sub-networks based security method for protecting information and data from unauthorized access.
Advantageously, the present invention relates to a sub-networks based security apparatus and method for providing enhanced security
measures for protecting sensitive information and data from unauthorized access.
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