
The Patent Office Journal No. 41/2023 Dated 13/10/2023 69767

(12) PATENT APPLICATION PUBLICATION (21) Application No.202311061684 A

(19) INDIA

(22) Date of filing of Application :13/09/2023 (43) Publication Date : 13/10/2023

(54) Title of the invention : A SYSTEM AND AMETHOD FOR REAL-TIME VULNERABILITY ASSESSMENT AND
RESPONSE

(51) International
classification

:G06F0021570000, G06N0020000000,
G06F0021620000, G06F0016245500,
H04M0003510000

(86) International
Application No

Filing Date

:NA
:NA

(87) International
Publication No

: NA

(61) Patent of Addition
to Application Number

Filing Date

:NA
:NA

(62) Divisional to
Application Number

Filing Date

:NA
:NA

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala

National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------
2)Bluest Mettle Solutions Private Limited

Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :
1)MISHRA, Rahul

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
2)SINGH, Dhiraj

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India Pune ----------- -----------
3)MANTRI, Archana

Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------

(57) Abstract :
A system (100) and a method (200) for real-time vulnerability assessment and response. The system (100) utilizes machine learning
and predictive analytics techniques to continuously monitor, analyze, and detect potential vulnerabilities in computer systems,
networks, and applications. By combining these technologies, the invention enhances the efficiency and accuracy of vulnerability
assessment processes and enables organizations to proactively respond to and mitigate cybersecurity risks. The system (100) finds
applications in industries and organizations where the protection of sensitive data and assets is crucial, including but not limited to
financial institutions, government agencies, healthcare organizations, and large enterprises.
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