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(57) Abstract :

The present disclosure relates to an intrusion attack detection system (100) for an Internet of Vehicles (IoV) (112). The system (100)
includes a monitoring unit (114) configured to monitor traffic patterns associated with one or more computing devices (104)
associated with the intrusion attack detection system (100) and a server (108) operatively coupled to the monitoring unit (114). The
server (108) is configured to receive the monitored traffic pattern from the monitoring unit (114) and predict a behavior of one or more
users by processing the received traffic pattern. Further, the server (108) is configured identify deviations of the predicted behavior
from a normal behavior and correspondingly detect potential intrusion attacks using an intrusion detection unit (118) and generate an
alert to notify concerned authorities about potential intrusion attacks. Furthermore, the server (108) is configured to initiate counter-
response measures upon receiving notification of the potential intrusion attacks on the Internet of Vehicles (IoV) (112)
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