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(57) Abstract :

The present invention discloses a network intrusion detection system (100) involves that safeguard against cyber threats. The system
receives incoming network traffic and identifies distinct network flows. A subset of packets from these flows is sampled, with a
predefined set of attack signatures being employed to detect and mitigate threats. Further, behavioral analysis is applied to remaining
packets to identify abnormal patterns indicative of intrusion attempts. By establishing historical traffic-based normal behavior profiles,
the system compares the behavioral attributes of remaining packets against these profiles and generates intrusion alerts if deviations
are detected. These alerts are transmitted to a network administrator's computing device. The system operates on various network
devices, employs advanced packet analysis techniques, and can dynamically update its threat detection mechanisms.

No. of Pages : 25 No. of Claims : 10

The Patent Office Journal No. 40/2023 Dated 06/10/2023 66282



