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(57) Abstract :

The present disclosure relates generally to field of network security and more particularly to a behavior analysis-based DNS tunneling
detection and classification framework for network security. More specifically the present invention relates to a system for detecting
and classifying DNS tunneling behaviours in a network. The system (100) includes a DNS traffic analyzer (102), a behavior analyzer
(104), a classifier (106), a feedback unit (108), a reporting device (110) and a policy enforcement device (112). The behavior analyzer
(104) is configured to analyze the behavior of DNS traffic and detect tunneling behaviours. The classifier (106) is configured to
classify the detected tunneling behaviours into different types. Further the present invention relates to a method for detecting and
classifying DNS tunneling behaviours in a network. Advantageously, the present invention relates to a system which helps the
network administrators to improve security of their networks and protect against new and unknown attacks.
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