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(57) Abstract :

The present disclosure relates generally to field of computer security and virtualization technology. More specifically the present
invention relates to a system for protection in virtualized environments using hypervisor based mechanisms. The system (100)
includes a hypervisor (102), a communication channel (108), memory protection mechanisms (112), CPU protection mechanisms
(114), I/O protection mechanisms (116) and a secure boot process unit (118). The hypervisor (102) provides a virtual machine monitor
(VMM) device (104) to control the execution of a plurality of virtual machines (106) and enforces security policies. The
communication channel (108) is placed between the virtual machines (106) and a host operating device (110). Further the present
invention relates to a method for protection in virtualized environments using hypervisor based mechanisms. Advantageously, the
present invention relates to a system for protection of virtualized environments to enhance security and isolation, and to provide a
secure isolated execution environment for virtual machines
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