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(57) Abstract :
The present invention describes a system (100) and method (300) for detecting and responding to artificial intelligent (AI)-based
attacks by using machine learning (ML) techniques. The proposed system (100) includes an AI-based attack detection unit (210) that
analyzes network traffic and identifies patterns consistent with AI-based attacks. The system (100) also includes an AI-based attack
response unit (212) that responds to detected AI-based attacks by modifying network traffic, applying access control rules, and
triggering alerts for further analysis. Furthermore, the AI-based attack detection unit (212) uses a variety of ML techniques, including
supervised and unsupervised learning, to identify patterns consistent with AI-based attacks. However, the ML techniques can be
implemented as a standalone device or integrated into existing security measures. The system (100) can be trained using historical data
to improve accuracy and reduce false positives.
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