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(57) Abstract :

The present invention discloses a system (100) and method (200) for server-based malware screening presented in this invention offer
a robust and efficient approach to protect servers (124) from potential malware threats. The system includes a processor (102) to
intercept incoming network traffic, utilize signature-based detection, and behavioral analysis techniques to identify and isolate
potential malware threats. Real-time analysis enables the prompt identification and prevention of malware from harming the server
(124). Additionally, the system generates comprehensive threat reports on the identified malware and transmits them to a computing
device (110) of an administrator (112). Furthermore, the system utilizes deep packet inspection and machine learning algorithms to
enhance malware detection accuracy. The ability to isolate suspected malware-infected files within the server further fortifies the
system's defense against potential damage and malicious activity.
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