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(57) Abstract :

The present invention describes a system (100) and method (200) for distributed key generation (DKG) that use zero-knowledge
succinct non-interactive argument of knowledge (zk-SNARKS) to produce and distribute one or more cryptographic keys using smart
contracts. The proposed system (100) leverages blockchain-based smart contracts to facilitate a trustless and decentralized the one or
more cryptographic key generation process. Multiple participants collaboratively contribute to the generation of a public-private key
pair. One or more parties (112) contribution remains private, preserving user privacy and confidentiality during the one or more
cryptographic key generation process. To ensure the integrity and verifiability of the one or more cryptographic key generation, the
system (100) employs zk-SNARKSs. The use of zk-SNARKSs allows parties (112) to prove the correctness of the contributions without
revealing the actual input data. he contributions without revealing the actual input data.
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