(12) PATENT APPLICATION PUBLICATION
(19) INDIA
(22) Date of filing of Application :16/08/2023

(21) Application N0.202311054931 A

(43) Publication Date : 15/09/2023

(54) Title of the invention : A SYSTEM AND METHOD FOR IDENTIFYING AND BLOCKING MALICIOUS ACTIVITIES IN

VIRTUAL ENVIRONMENTS

:G06F0021550000, GO6N0020000000,

(51) International GO6F0021570000, GO6N0020200000,

classification

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala
2)Bluest Mettle Solutions Private Limited

(86) International HO04L0041089300 Name of Applicant : NA
Application No ‘NA Address of Applicant : NA
PP Filine Date :NA (72)Name of Inventor :
(87) Interr%ational DMISHRA, Rahul . .
L :NA Address of Applicant :0DC-4, Panchshil Tech Park, inside
Publication No . . . .
(61) Patent of Addition Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
to Application Number :NA 411057, Maharashtra, India. Pune
Filing Date ‘NA 2)PANDEY, Sakshi . o
.S Address of Applicant :0DC-4, Panchshil Tech Park, inside
(62) Divisional to . . . .. .
Application Number :NA Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
PP Filine Dat ‘NA 411057, Maharashtra, India. Pune
ting Late 3)MANTRI, Archana
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India Patiala
(57) Abstract :

The present disclosure relates to security system for Virtual Reality (VR) devices (100) and method (300) that includes a processor
(102) and memory (104). The system (100) collect data from one or more VR devices and analyse the collected data using machine
learning algorithms to detect anomalous behaviour and potential security threats. The system (100) also monitors the VR devices in
real-time and detect security threats based on the analysed data and respond to detected security threats by initiating appropriate
action. Based on the analysed data the system (100) disables, quarantine affected VR devices and alert administrator.
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