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(57) Abstract :

The present invention describes a system (100) and method (200) for identifying and blocking dark web activities to address the rising
concerns regarding illegal and illicit operations conducted on hidden parts of the internet. The system (100) includes a server, said the
server includes three major units such as a monitoring unit (106), to monitor the dark web for illegal activities and generates alerts
when the illegal and illicit activities are detected. A blocking unit (108) receives alerts from the monitoring unit (106) and takes
appropriate action to block the illegal activities. A database (116) stores information about the illegal activities on the dark web. The
system (100) utilizes advanced data analytics, machine learning algorithms, to monitor and gather data from dark web forums,
marketplaces, and hidden services where criminal activities may occur.
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