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(57) Abstract :

The present invention discloses a system (100) and method (200) for identifying and blocking malicious chatbots on a computing
device (110). The system includes a processor (102) configured to receive a plurality of chatbot activities from one or more platforms
on the associated computing device. By applying one or more techniques, such as neural networks, decision trees, and support vector
machines, the system determines whether any of the received chatbot activities are malicious. Upon detection of malicious chatbot
activities, the system takes appropriate action to block the identified malicious chatbots, which may include blocking their IP
addresses, domain names, or associated accounts. Additionally, the system may be deployed in various environments, including social
media platforms, messaging applications, and customer service systems. It is capable of adapting to new threats and can be updated
with machine learning algorithms to enhance its effectiveness over time
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