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(57) Abstract :
The present invention discloses a system (100) for detecting and blocking unauthorized access to a network. The system comprises a
server (106), a processor (102), and a memory (104) containing a set of instructions to be executed by the processor (102). The system
(100) operates by receiving network traffic between one or more computing devices (110) and one or more networks (108). The
received network traffic is compared with a database of known malicious network traffic to identify potential threats. Additionally, the
system (100) receives authentication data from one or more users (112) through the computing devices (110), which is analyzed
against a database of authorized user authentication data. By correlating the detected malicious network traffic and the verified
identity of users (112), the system (110) can grant or deny access rights to the networks accordingly. Furthermore, upon detecting
malicious network traffic and unauthorized user identity, the system (100) generates and transmits one or more alert signals to the
computing devices 110 to promptly notify relevant users 112.
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