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(57) Abstract :

The system in the present disclosure is designed to implement firewalls (104) for user devices (106) and a network (102), providing
robust protection against cyber threats and unauthorized access. It consists of firewall nodes (104) deployed at both the network level
(102) and individual user devices. The system aims to enforce access control policies, monitor network traffic, and prevent malicious
activities. It offers centralized management and configuration, ensuring consistent security policies across the network. Deployed at
strategic points within the network infrastructure (102), the firewalls (104) monitor and filter incoming and outgoing traffic based on
predefined rules. They enforce access control policies, prevent unauthorized access attempts, and mitigate various types of attacks.
The system allows users (108) to define access control policies that determine what types of network traffic are allowed or denied.
These policies are based on factors such as source and destination IP addresses, port numbers, protocols, and user-specific rules. The
system provides granular control over network access.
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