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(57) Abstract :

The system (100) for automatic identification of malicious budget codes and compromised websites in phishing attacks consists of
several interconnected modules. The Traffic Analysis module (102) continuously monitors incoming traffic using techniques like
packet inspection, behavioral analysis, and machine learning algorithms to identify potential phishing attacks. The Budget Code
Detection module (104) analyzes the traffic to identify suspicious budget codes, comparing them against a database of known codes.
The Compromised Website Detection module (106) identifies compromised websites by comparing them against a database of known
compromised sites. The Alert Generation module (108) promptly generates alerts to notify system administrators about detected
potential phishing attacks. The Reporting module (110) generates comprehensive reports on the number and type of attacks detected,
aiding in trend analysis and vulnerability identification. With the use of machine learning algorithms and comprehensive databases,
the system provides real-time detection, scalability, and the ability to identify emerging threats, enhancing phishing attack
identification compared to traditional methods.
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