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(57) Abstract :

The present invention relates to a system (100) for identifying and blocking malicious insider activities. The system (100) includes a
processing unit (104) and a server (106). The processing unit (104) consists of three main components to collect analyze and take
appropriate action of the data which is collected through one or more resources (110). The system (100) utilizes one or more
techniques such as behavioral analysis, real-time monitoring, and policy enforcement to identify suspicious activities and mitigate
potential risks posed by trusted insiders, including employees, contractors, and partners. By continuously monitoring user behavior
and analyzing various data resources, the system 100 establishes baseline patterns of normal activities and detects deviations or
anomalous actions that may indicate malicious intent. The system 100 provides real-time alerts to security teams, enabling to respond
promptly and take appropriate actions to prevent data breaches, intellectual property theft, or sabotage.
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