
The Patent Office Journal No. 35/2023 Dated 01/09/2023 56065

(12) PATENT APPLICATION PUBLICATION (21) Application No.202311052437 A

(19) INDIA

(22) Date of filing of Application :04/08/2023 (43) Publication Date : 01/09/2023

(54) Title of the invention : SYSTEM FOR AUTHENTICATING THE IDENTITY OF INDUSTRIAL INTERNET OF THINGS
EQUIPMENT AND METHOD THEREOF

(51) International
classification

:H04L0009060000, H04L0009320000,
G06N0020000000, H04L0067120000,
G06F0016270000

(86) International
Application No

Filing Date

:NA
:NA

(87) International
Publication No

: NA

(61) Patent of Addition
to Application Number

Filing Date

:NA
:NA

(62) Divisional to
Application Number

Filing Date

:NA
:NA

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala

National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------
2)Bluest Mettle Solutions Private Limited

Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :
1)MISHRA, Saket

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
2)SINGH, Dhiraj

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
3)PANDA, Surya Narayan

Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------

(57) Abstract :
The present disclosure relates generally to the field of industrial internet of things (IIoT) and blockchain technology. More
specifically, the present disclosure relates to a system for authenticating the identity of industrial internet of things (IIOT) equipment
and ensuring safe interaction between equipment based on blockchain technology. The system (100) includes a server (102), two or
more IIOT equipments (104) and a blockchain network (108). A unique identity is generated for each piece of industrial internet of
things (IIOT) equipment (104) using a cryptographic algorithm. The access and interaction are controlled between multiple pieces of
IIOT equipments (104) using a smart contract unit (110) of the blockchain network (108). Further the present invention relates to a
method for authenticating the identity of industrial internet of things (IIOT) equipment and ensuring safe interaction between
equipment based on blockchain technology.
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