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(57) Abstract :

Embodiments of the present disclosure provide a system (100) and method (300) designed for detecting and mitigating Advanced
Persistent Threat (APT) attacks. The method (300) begins with monitoring (302) network traffic between one or more computing
devices and networks, extracting (304) relevant features from the traffic. The extracted (304) relevant features are then compared
(306) with a database of known features associated with the APT attack. Based on the comparison, the system (100) detects (308) the
presence or absence of the APT attack and takes appropriate measures to mitigate (310) the detected APT attack. Additionally, the
system (100) generates and transmits (312) alert signals to the one or more computing devices (110) upon detecting presence of the
APT attack.
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