(12) PATENT APPLICATION PUBLICATION (21) Application No.202311052292 A
(19) INDIA
(22) Date of filing of Application :03/08/2023 (43) Publication Date : 01/09/2023

(54) Title of the invention : SECRET SHARING OVER BLOCKCHAIN

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala
(51 Intemational "HO4L0009080000, HO4L0009320000, Elezit;;)n;;tl;l;ihway, Village Jhansla, Rajpura, Punjab - 140401,
. . H04L0009140000, HO4L0009060000, . . . A
classification 2)Bluest Mettle Solutions Private Limited
G06F0021640000 .
(86) International Name of Applicant : NA
Application No ‘NA Address of Applicant : NA
PP Filine Date :NA (72)Name of Inventor :
(87) Interr%ational )MISHRA, Saket
I :NA Address of Applicant :0DC-4, Panchshil Tech Park, inside
Publication No . . . .
(61) Patent of Addition Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
to Application Number ‘NA 411057, Maharashtra, India. Pune
R Do NA 2)SINGH, Dhiraj
ng Address of Applicant :0DC-4, Panchshil Tech Park, inside
(62) Divisional to . . . .. .
Application Number ‘NA Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
PP Filine Date ‘NA 411057, Maharashtra, India. Pune
g 3)KUKREJA, Vinay
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala
(57) Abstract :

The proposed invention introduces a system and method for securely sharing secrets through blockchain technology. The Secret
Division Module (102) utilizes a secret sharing algorithm to divide the secret into multiple parts, preserving its confidentiality. The
Blockchain Network Module (104) consists of multiple nodes equipped with hardware devices enhancing the security of secret storage
and cryptographic operations. The Distribution Module (106) facilitates the distribution of secret parts among nodes in the
decentralized blockchain network, ensuring redundancy and fault tolerance. The Cooperation Module (108) enforces collaboration
among nodes, preventing any single node from accessing the original secret without cooperation from others. A distributed key
generation module (110) generates and distributes the decryption keys among the group members Additionally, the Integrity Module
(112) leverages the immutability and tamper-proof properties of the blockchain to maintain the integrity and transparency of the
shared secret. This innovative approach provides a robust solution for secure secret sharing and distribution in a decentralized
environment.
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