
The Patent Office Journal No. 35/2023 Dated 01/09/2023 55941

(12) PATENT APPLICATION PUBLICATION (21) Application No.202311051692 A

(19) INDIA

(22) Date of filing of Application :01/08/2023 (43) Publication Date : 01/09/2023

(54) Title of the invention : ARTIFICIAL INTELLIGENCE BASED SECURITY ANALYTICS SYSTEM AND METHOD
THEREOF

(51) International
classification

:G06N0020000000, G06F0021550000,
G06N0003040000, G06N0020200000,
G06F0016840000

(86) International
Application No

Filing Date

:NA
:NA

(87) International
Publication No

: NA

(61) Patent of Addition
to Application Number

Filing Date

:NA
:NA

(62) Divisional to
Application Number

Filing Date

:NA
:NA

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala

National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India Patiala ----------- -----------
2)Bluest Mettle Solutions Private Limited

Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :
1)MISHRA, Saket

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
2)SINGH, Dhiraj

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India Pune ----------- -----------
3)KUMAR, Naveen

Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India Patiala ----------- -----------

(57) Abstract :
The present disclosure relates generally to field of artificial intelligence and cybersecurity. More specifically the present invention
relates to an artificial intelligence based security analytics system. The system (100) includes a controller (102) embedded with a set
of machine learning algorithms and models trained to detect a plurality of security threat parameters. A data ingestion engine (104) is
provided to collect, process and import the data of security threat parameters from a plurality of sources into a database (110). The
system further includes a real-time monitoring unit (106) to continuously collect, analyze, display security threat parameters data in
real-time and alert to a security user. Further the present invention relates to a method for detecting security threats using an artificial
intelligence based security analytics system. The present invention is used in various industries, such as finance, healthcare,
government and the like, and is tailored to meet the specific security needs of each organization.
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