(12) PATENT APPLICATION PUBLICATION (21) Application No.202311051510 A
(19) INDIA
(22) Date of filing of Application :01/08/2023 (43) Publication Date : 01/09/2023

(54) Title of the invention : PASSWORD MANAGER IMPLEMENTATION WITH CRYPTOGRAPHIC HASHING
ALGORITHMS

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala
(51) Intermational 'H04L0009080000, FHO4L0009320000, E&ét;;)tflf;lﬁljllaghway, Village Jhansla, Rajpura, Punjab - 140401,
. . G06F0021310000, GO6F0021460000, . . A
classification 2)Bluest Mettle Solutions Private Limited
H04L0067010000 .
(86) International Name of Applicant : NA
Application No :NA Address of Applicant : NA
PP Filine Date :NA (72)Name of Inventor :
87) Interr%ational DMISHRA, Saket
L :NA Address of Applicant :0DC-4, Panchshil Tech Park, inside
Publication No . . .. .
(61) Patent of Addition Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
to Application Number ‘NA 411057, Maharashtra, India. Pune
R Do NA 2)PANDEY, Sakshi
ng Address of Applicant :0DC-4, Panchshil Tech Park, inside
(62) Divisional to i . . .. .
Application Number :NA Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
PP Filine Date ‘NA 411057, Maharashtra, India Pune
& 3)SHARMA, Bhanu
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India Patiala
(57) Abstract :

The present disclosure relates to a system that enables a secure password management system for managing passwords from various
users in a confidential manner. It involves a secure storage mechanism (106) for the passwords and employing a concept of salting
(104) for protecting the passwords. It also uses a Key Derivation Function (KDF) for derive encryption keys and adding an additional
layer of security for the passwords. Whenever the user enters a new password in the system, if it matches the stored password in the
database, the user can be granted access for the same. The system also enforces strong measures for protecting the passwords such as a
minimum and maximum length for the passwords, requirements for special characters and so on. There is a user-friendly interface
(206) for the user to safely interact with the system and the method also include additional features for regular updates and a multi-
factor recovery for the passwords in case of data corruption.
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