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(57) Abstract :

The present disclosure relates to a system and method for detecting and mitigating network scans. The method (200) begins with
collecting, by a processor (102), a network traffic data from a network of devices. Next, the method scans, by the processor (102), the
collected network traffic data to extract a network traffic information. Next, the method detects, by the processor (102), patterns and
trends in the extracted network traffic information. Next, the method identifies, by the processor (102), anomalies in the detected
patterns and trends in the extracted network traffic information. Next, the method mitigates, by the processor (102), the identified
anomalies in the network of devices. Thereafter, the method ends with receiving, by the processor (102), a feedback from a user.
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