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(57) Abstract :

Disclosed is a system (100) for predicting and preventing ransomware attacks. The system (100) includes an input unit (102), a
processing unit (104), and an output unit (106). The input unit (102) configured to obtain data from various sources within an
organization’s network. The processing unit (104) is configured to analyze the data to identify patterns and anomalies that are
indicative of a ransomware attack. The processing unit (104) utilizes a machine learning technique and an artificial intelligence
technique. The output unit (106) is configured to mitigate an effect of the ransomware attack. The output unit (106) mitigates the
effect of the ransomware attack by isolating the affected platform from the ransomware attack.
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