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(57) Abstract : 
The present disclosure relates to a system for an autonomic management of resources and security for cloud and Internet of 
Technology (IoT) enabled devices. The system puts a massive network of Develops IoT devices and applications into practice using a 
testbed made up of IoT devices and a cloud server. The system outperforms current frameworks (110) in terms of the security and 
administration of IoT devices and data in the cloud. It enables remote administration allowing businesses to monitor and control IoT 
devices from any location. Organizations may use the system to help them adhere to security and data protection laws including 
General Data Protection Regulation (GDPR), Health Insurance Portability and Accountability Act (HIPAA), and International 
Organization of Standardization (ISO). By offering automated failover and self-healing features, the system improves the reliability of 
IoT devices, assisting in ensuring that they are constantly operational.  
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