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(57) Abstract :

A system (100) for detecting a server message block (SMB) vulnerability, in accordance with the present invention. In an
embodiment, the system includes a network interface operable for connecting to a data network, and one or more computing device,
including at least a hardware processor (104) and a memory. The hardware processor is configured to scan each of a plurality of data
packets (102-1, 102-2, 102-3, ...... , 102-N) being communicated over the data network using a server message block (SMB) protocol
and directed towards the one or more computing devices, scan one or more packets selected from the plurality of data packets being
delivered to the one or more computing devices, identify an instance indicative of a malicious incident to occur based on scanning of
the plurality of data packets and the one or more packets, and predict a threat against an organization based on the identified indicative
instance.
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