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(57) Abstract :

The system (100) in the present disclosure analyses remote Secure Socket Layer (SSL) certificates. The system checks for various
features of the SSL certificate including its digital signature, encryption algorithms, domain name, publication by a Certificate
Authority (CA), Common name (CN), any revocations among other information. The system is capable of analysing several SSL
certificates at once and also decrypting it using the public key provided by the certificate. The method comprises checking a
Certificate Transparency logs for the SSL certificate and also generating a final report (114) that consists of all relevant information
about the security configurations and other important data of the SSL certificate. It is capable of breaking down a connection if the
remote SSL certificate is found to be unauthorized or fraudulent.

No. of Pages : 27 No. of Claims : 10

The Patent Office Journal No. 29/2023 Dated 21/07/2023 50106



