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(57) Abstract :

A system (100) for detecting malicious incidents against an organization is provided. The system includes a network interface
operable for connecting to a data network and one or more computing device including at least a hardware processor (104). The
hardware processor configured to: access a first dataset defining communications from forums and marketplaces (102-1, 102-2, 102-3,
...... , 102-N) associated with a hacker community, identify an instance indicative of the malicious incidents to occur at the
organization based on the first dataset, and predict a cyber threat against the organization based on the identified indicative instance
and a second dataset. The second dataset is obtained from additional communications from the hacker community. The additional
communications are associated with the identified indicative instance from the hacker community.
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