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(57) Abstract :

The present disclosure relates to a system (100) and method for reverse engineering an Android application of a user. This application
can be on a mobile or computing device of the user. The system first obtains the APK file associated with the Android app and
decompiles it completely to extract all the individual files contained within including the source code. The system involves analysing
the source code and other resource files with a static and dynamic analysis (110) technique to understand the behaviour of the Android
app completely. The system also reviews all security configurations of the Android app along with the incoming network traffic or
even the external connections of the App to gain a complete insight into its underlying structure. The process of reverse engineering
also consists of disassembling all resources into their original files and aid in the management of the bare APK and JAR files.
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