
The Patent Office Journal No. 29/2023 Dated 21/07/2023 49988

(12) PATENT APPLICATION PUBLICATION (21) Application No.202311041008 A

(19) INDIA

(22) Date of filing of Application :16/06/2023 (43) Publication Date : 21/07/2023

(54) Title of the invention : SYSTEM AND METHOD TO GAIN ROOT PRIVILEGES AUTOMATICALLY

(51) International
classification

:G06F 216200, H02K 150300, H02K
990000, H02N 110000, H03G 033000

(86) International
Application No

Filing Date

:NA
:NA

(87) International
Publication No

: NA

(61) Patent of Addition to
Application Number

Filing Date

:NA
:NA

(62) Divisional to
Application Number

Filing Date

:NA
:NA

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala

National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------
2)Bluest Mettle Solutions Private Limited

Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :
1)MISHRA, Rahul

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
2)PANDEY, Sakshi

Address of Applicant :ODC-4, Panchshil Tech Park, inside
Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
411057, Maharashtra, India. Pune ----------- -----------
3)MANTRI, Archana

Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala ----------- -----------

(57) Abstract :
The present disclosure relates to a system (100) and method for gaining root privileges automatically. It consists of using a User
Access Control (UAC) (104) to decide on the authenticity of the user and to provide a privileged access to the user. Whenever a user
logs in, an access token (106) is assigned to him that determines his priority level and the number of processes and privileged
operations he has access to. If the user wishes to gain a root privilege, then he has to execute an action that requires a root privilege
and the system will ask for administrative credentials and display a prompt that is designed to prevent any unauthorized actions and
ensure that the user is aware of one or more potentiality elevated privileges required for any task. The system will execute the task
automatically as the root privilege will be granted to an authorized user.
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