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(57) Abstract :

The present invention discloses a platform audit security system (100) that includes a processor (102) to perform various functions
that include receiving information about modifications made to a platform and group policy across multiple computing devices,
capturing details such as entities involved, timing, location, and values before and after the modifications. The system also monitors
and reports the logon history of entities, including both successful and unsuccessful attempts. Furthermore, the system identifies
vulnerabilities and attack vectors that target specific points within the platform. In the event of two or more unsuccessful logon
attempts, vulnerabilities, or attack vectors, the system promptly transmits an alert. The processor can additionally identify weaknesses
in the configuration of the platform and web server of the computing devices. To facilitate comprehensive analysis and reporting, the
system generates detailed reports based on the received information, logon history, vulnerabilities, and attack vectors.
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