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(57) Abstract :

A system (100) for detecting if a host is malicious is disclosed. The system includes a network interface operable for connecting to a
data network, and one or more computing device, including at least a hardware processor (104) and a memory. The hardware
processor is configured to receive a set of netflow data from one or more connected devices (102-1, 102-2, ...., 102-N). Each piece of
netflow data contains data about data traffic between a source internet protocol (IP) address of a host selected from the one or more
connected devices and a destination IP address of a command-and-control (C&C) server. The hardware processor is configured to
apply a classifier machine learning model to a set of features generated from the set of netflow data. The hardware processor is
configured to detect using the classifier machine learning model for the host in the set of netflow data whether the host is malicious.
The hardware processor is configured to block, if the host is malicious, the set of netflow data originating from the host and reaching
to the command-and-control (C&C) server.
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