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(57) Abstract :

The present invention discloses a system (100) to enhance security and compliance in a plurality of android applications. The system
includes a processor (102) to perform various security analysis tasks. including code analysis, conducted through a static application
security testing (SAST) module, to identify security vulnerabilities and flaws within the source code. Additionally, the system
conducts runtime analysis using a dynamic application security testing (DAST) module to detect security weaknesses and attack
vectors during application execution. Furthermore, the system generates output based on the customized compliance and policies,
enabling users to obtain a comprehensive overview of the security analysis results. The system includes an automated remediation
component that applies fixes for identified security vulnerabilities and compliance violations in the plurality of applications,
streamlining the remediation process. The system presents privacy, data encryption, and compliance, following OWASP mobile
application penetration testing guidelines.
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