(12) PATENT APPLICATION PUBLICATION (21) Application N0.202311039653 A
(19) INDIA
(22) Date of filing of Application :09/06/2023 (43) Publication Date : 07/07/2023

(54) Title of the invention : SYSTEM AND METHOD TO SECURE THE ENTIRE PROCESS OF SOFTWARE SUPPLY CHAIN

(71)Name of Applicant :
1)Chitkara University
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,

(51) International :GO6F 031400, GO6F 215200, G0O6Q |India. Patiala
classification 100600, G06Q 100800, GO6Q 400200| 2)Bluest Mettle Solutions Private Limited
(86) International NA Name of Applicant : NA
Application No :N A Address of Applicant : NA
Filing Date ) (72)Name of Inventor :
(87) International NA 1)MISHRA, Rahul
Publication No ' Address of Applicant :0DC-4, Panchshil Tech Park, inside
(61) Patent of Addition to NA Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -

Application Number NA 411057, Maharashtra, India. Pune
Filing Date ' 2)SINGH, Dhiraj
(62) Divisional to Address of Applicant :0DC-4, Panchshil Tech Park, inside

Application Number Eﬁ Courtyard by Marriott premises, Hinjewadi Phase - 1, Pune -
Filing Date ) 411057, Maharashtra, India. Pune
3)GILL, Rupali
Address of Applicant :Chitkara University, Chandigarh-Patiala
National Highway, Village Jhansla, Rajpura, Punjab - 140401,
India. Patiala
(57) Abstract :

The present disclosure relates to a system (100) for securing an entire process of software supply chain. This chain involves writing of
source code for a software and installing updates (114) and builds (114) on a regular basis and delivering the final product to the user
(104). This entire software supply chain is susceptible to malicious code (110) from an attacker who wishes to steal or corrupt the data
in any way. The system (100) enforces regulations and timely code reviews to ensure that there is no external manipulation of the
source code. It also aims to fix human errors that may disrupt the software supply chain process. Therefore, the main aim of the
system (100) is to deliver and maintain a safe software to the user (104) which can be used conveniently. The system (100) also uses
several methods for ensuring compliance with several ethical coding practices and to maintain the integrity of the entire source code.
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