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(57) Abstract :

The present disclosure relates to a system (100) for scanning all incoming network traffic from various network interfaces (108) for a
number of vulnerabilities and malicious activity. The system uses a firewall to screen the incoming network traffic and records all the
network that passes through the firewall. It creates log records for data packets of the incoming traffic network. The data packets are
inspected for any kind of malicious activity, and other suspicious behaviour. There are possibilities of various kind of network attacks
that aim at disabling computer systems. The system (100) aims at discouraging such activities while identifying and reporting them in
real time. The system (100) uses various behavioral analytical techniques and packet filtering methods for monitoring the incoming
network traffic. The system (100) also generates real-time alerts and a report of all the details of malicious activity.
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